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1. Hardware module overview

Choose your hardware version to get all the specific and suitable indications.

First version
Includes:
e Hardware module
e Santennas
e MicroSb
e USB type-c cable
e App for controlling
e Software for logs analysis

First lateral side:

e Turn on-off button

e MicroSbD

e SIM Slots: The SIM cards must be active
without PINprotect
o a.lfor 2G active surveys
o b1for 5G active surveys and/or GPS coordinates
o b.2for 5G active surveys and/or GPS coordinates

Front side:
e |LEDs

Second lateral Side:
e USB Port: Charging port. Please use the type-c cable provided for charging.
e Antennas
o alfor2G, 3G and 4G surveys
o Db1for 5G surveys and GPS
o b2 for 5G surveys and GPS
e Reset: Resets the hardware module

Reset

' é Ant.al  Ant.bl  Ant.b2



Second version
Includes:

Hardware module

© antennas

MicroSD

USB type-C cable

App for controlling
Software for 1ogs analysis

Sides overview:

SIM Slots: the SIM cards must

be activewithout PIN

protection

SIM a1 for 2G active surveys

SIM b.1for 5G active surveys and/or GPS coordinates
o SIMDb.2for 5G active surveys and/or GPS coordinates
Micro SD slot

Turn on-off button

O
O

Left side with Ant. 3 and Ant. 4:

USB port for charging the

hardware module.Please use the

type—-C cable provided for

charging

Reset hole to reset the hardware module

Antennas:
1.

2.
3.
4.
5.
6.

for 3G, 4G and 5G surveys
for GPS

for 2G, 3G and 4G surveys
for 2G, 3G and 4G surveys
for 3G, 4G and 5G surveys
for 3G, 4G and 5G surveys

1 4

SMal SMBL SN Meoto |
o ——

4 &8 & B

SiIMal SIMb.1 SIMb.2 Micro SD

@ B 8 B

(V)




Label information:
% QR code to access the web app https://detect26.securcube.net
% Lot N°.
% Serial Number (S/N)
< Model
¥ 5V 3.0A

*

*

2. BTS Tracker Web App

The WebApp allows the user to control the hardware module. Computers, tablets or
smartphones can be used by searching in the browser: https://detect?26.securcube.net.

E5E
[=]
Android operating system

Available for browser use or to download to any Android device, selecting the
browser option “InstallApp”.

3. BTS Tracker Application

|5' BTS Tracker 5G

Android operating system

Available the Application from Google Plau.
https://play.google.com/store/apps/details?id=net.securcube.btstrackers5g&
pcampaignid=web share

i0S operating system

Available the Application from App Store.
https://apps.apple.com/it/app/bts-tracker/id6469318661

4. Please note:

It's important to authorize the use of the GPS location and every other request

made by the device or thebrowser.
Closing the mobile APP during a measurement will not affect the survey,
the hardware module willcontinue to scan.


https://detect26.securcube.net/
https://detect26.securcube.net/
https://play.google.com/store/apps/details?id=net.securcube.btstracker5g&pcampaignid=web_share
https://play.google.com/store/apps/details?id=net.securcube.btstracker5g&pcampaignid=web_share
https://apps.apple.com/it/app/bts-tracker/id6469318661

5. How to set up the hardware module

Steps for set up:

2.
3.

4.

Attach the antennas.

Insert the Micro SD card to ensure data saving.

To scan the connected cell (5G) insert an ACTIVE NOT PROTECTED 5G SIM
card in the slot SIM b1and/orb2

Push the ON/OFF button to start the module. The LEDs will turn on
blinking in white color for theinitializing phase (between 2-3 minutes).
Check the LED colors after the initializing of the BTS Tracker.

Scan the QR code to open the web app, or if already downloaded, open the
web app in your device andconnect through the Bluetooth to the BTS Tracker.
Check the firmware and Web app version on Settings page using the
changelog on the user manual. A notification notifies you about the new
firmware version and appears a red button on the Settings Page.

At the end of the use, turn off the hardware module.

Battery information
% Autonomy: / hours % Charging time: 10 hours

Scans with BTS Tracker charging

1

U NN

Turn on the BTS Tracker.

Plug the BTS Tracker to the power source.
Perform scans.

At the end remove it from the power source.
Turn off the module.



6. Activate the license and start to use the BTS
Tracker

Here are the instructions to follow when the hardware is set up and you are ready to
use it

1. Active License Requirement
To use the BTS Tracker, an active license is required.
2. Start-up Process
When you turn on the BTS Tracker, it automatically looks for an active license in the
SD card.
o If an active license is not found:
The 5 LEDs will remain static white.
« If an active license is found:
The device proceeds with initialization and is ready for use.
3. License Not Found Scenario
Bluetooth Connection and Web App Access:
e« If the BTS Tracker does not find an active license, connect the device to the web
app via Bluetooth.
Via an Internet Connection: The active license will be automatically downloaded.
« Without an Internet Connection: You can manually upload the license file
in Settings page.
4. Requesting a License File
If you have any issue with the license, check the Info box in Status page and send
the information to support@securcube.net.
The automatic search for an active license happens when the BTS Tracker is turned on
for the first time and the times the BTS Tracker has been switched on after the pre-
existing license has expired.
Automatic download

Thereis no active license

o
Loading: 18.07%

©

BTS Inf: 18/10/202411:02

Manual upload

Settings @ Prevecingefor uplosd .

Language
@ startingloading fle
Select Language

Firmware

Latest update available: 11.0.24274

License

Sceglifile = Securcube-BtsTracker-419-1729242838865.sclic

Loading: 6.629



7. LEDs
POWER LED

e Blinking = Charging
e Green=100% — /0%
e Orange= /0% — 30%
e Red=30%— 0%

STATUS LED

e Static Green = Scanning
Blinking Green = Standby
Blinking Pink = SD Card error.

o Thereisan errorin the SD card. You should format it or change it.
Blinking Blue = File error.

oThereisan error creating or writing a file.
Blinking Red = SIM card error.

o The SIM card is missing or it is not identified. If you have inserted into and it is
not identified,push the “Reset” button beside the antennas to reset the BTS
Tracker.

GPS LED

e Static Green = Connected
e Blinking = Searching

ALL LEDS

e Blinking white = Initializing

e Static white = License error
To solve these problems, please turn off the hardware module, plug in the missing part
and/or arrange theissues. Turn it on.



8. Connection to the App with Bluetooth

enable Bluetooth from your device (DO NOT CONNECT from device settings)
access the web app

click the “connect” button

select your BTS and connect. the name is: BTS- first 5 digits of S/N — last 4 digits
of S/N

e wait for the app to fully load and you can use it

If you didn't allow the app’s required Bluetooth and location permissions, you can go
to your device’s settings, search for your browser (chrome) and change them.

® Chrome . .
— s Version: 116.0.5845.163 App permissions
Search settings
MIUI Global Storage 235MB
D About phone 14.0.3 G
Data usage 19.0MB Chrome
o System apps updater
Passwords & security Battery 17.2%
Security status Allowed

Notifications

O Safety & emergency o O Camera
App permissions
. M, lated to location, st 3 Location
SIM cards & mobile networks m Privacy protection e O e 1041
0 Yes

Wi-Fi

¢ Microphone

Restrict data usage Mobile data ®© Nearby devices
Bluetooth Y
Battery saver MIUI Battery saver ®  Notifications
Portable hotspot
Not allowed
| @ it 8
Connection & sharing S Additional settings % o o T Gortacts

Force stop Uninstall updates Clear data

10



9. How to start a survey

» Status
First it is required to: Device status
1. The "BTS Information" button allows you to check
your BTS Tracker information such as the serial
number, firmware version, list of supported bands, @
modem status, reference to the manual and
information about the license. BTSInfo Coordinates B

(45.4649190)

2. Check the GPS coordinates. Tap the dedicated
button to see which GPS coordinates have been
detected; either automatically or manually by the @
application, or from Module A or B.

When the BTS is unable to detect the GPS

Used space 0.003% Battery 63%

coordinates, it gets the location of the =y
browser/device where the application is in use. 5 Q
Check the latitude, longitude, and altitude, which
you can easily copy using the dedicated button. 31/01/20241423 SIMs found:1
Using the dedicated button, you can connect
directly to the map to see the location. BTS ready touse

3. Checkif the MicroSD is correctly inserted. If it

doesn’t, the App will identify and notify the
error, and the LED will become pink.
4. Check the hardware module’s battery level. If it O # W 0O i
is too low, we suggest to charge it. Stws  Son Mep  Fks  Sttings
5. Check the device’s date and time.
6. Verify the SIM card recognition. The IMS]|
code will beshown after tapping the “SIMs
found” button.
Finally verify the status of the BTS Tracker. Wait for
initialization to end and the notification “BTS Ready
to use”.

11



> Scan

Connected cell — Active Survey — 5G/4G/3G
REQUIRE the SIM card/s (slot b1 and b2).
Select the technology and choose whether to make the fallback.
If you disable the fallback, it uniquely measures the connected cells of the selected
technology.
If you enable the fallback, if no cell of the selected technology is found, it searches
the cells of following technologies.
An example:
5G + fallback selection: It reports the serving 5G, SA or NSA, cell towers in the area.
If no 5G cell tower is detected,the BTS Tracker will fallback to the 4G active cell
tower, if it fails, it will go for the 3G.
To improve scans, you can enter APN settings before starting the scan (on the
settings page).

Completed Scan — Passive survey — 2G/3G/4G
NO SIM card is required: It reports all the telephone operators available in the area.
It takes up to 5 minutes to complete one scan, accordingto the area density. Choose
a combination of the technologies, or all of them.

2G Active Set — Active Survey - 2G
REQUIRE the SIM card (slot a1).
It shows the list of the 2G connected cell called Serving and the 2G cells called
Neighbor. When the SIM is inserted in slot a1, the Completed Scans cannot be
performed.

Wi-Fi networks
This scan shows the WIFI networks. No SIM is needed.
On the device status page into BTS info, if there is “MOD wifi+Bluetooth: v 7 it can
scan 2.4 — 5.0 GHz wifi networks. Otherwise only 2.4GHz.

Bluetooth networks
This scan shows the Bluetooth networks. No SIM is needed.
On the device status page into BTS info, if there is “MOD wifi+Bluetooth: v " it can
scan Bluetooth networks. Otherwise, it can't.

12



> Cells of interest

You can look for the cells of interest in two ways:

e manually by entering either the single values of MCC, MNC, LAC, and Cell ID, or
the full cell code

e automatically by importing the cell code data from Phonelog Cell Service. Go on
Phonelog CellService, double click on the line of the chosen cell code from the
searched cell list, copy the code that appears under the cell ID and paste it on
the dedicated search bar.

Once you have added the cells of interest, for each cell you can read the following

information:

e the source, when the input is both manual and from Phonelog Cell Service

e the Azimuth, the Beamwidth and the color of the cell on the map only in case of
cell towers coming from Phonel.og Cell Service.

It is possible to choose whether:

« toinclude or exclude the cell of interest in the search 22

m—

e remove it W

Only in case of cell towers coming from Phonel.og Cell Service, it is possible to
choose to see it or not in the map 1C4 &9?

On the Scan page, the cells are highlighted in yellow to be able to quickly recognize
them.

Search © Coooces

Insert the colls to search and display

List of colls to search
222-10-(*)-(*)
Source:Manual
222-99-(*)(*)
Source:Manual
222-99-0238158-006
222-99-24410-60968454

>Cell Service

Azimuth: 70

Beamwdth: 68
Celicolor ([l

222-99-0238030-002 =

222-99-24411-60935682

2
0
L

0] Q T Iy O &

Status Search Scan Map Files Settings

13



> Start scan

Select all the settings and click the “Start Scan” button to start the scan.
It is possible to modify or rename the log file name.

Scan

Connected Cell (SIM b1/b2 required):
@ (:
O 565A
LTE
UMTS
@ fallback
Complete Scans (SIM not required):
@
LTE
UMTS
GSM
WiFi Scans 24GHz - 5.0GHz
@
Bluetooth Scan
@

File name:

log_20240718_1125

START SCAN

i

Map i

Y
|

L

|
-
Status Scal

2

es

?

4

Settings

> Scan started

A “Scan Started” notification confirms the start of the surveu.
Thelog file name and the survey’s starting date and time will be displayed on the

interface.

If you previously entered cells of interest, you can check the number of cells and the
technology measured in the “See cells of interest” button. WWhen you are doing full
scans, you can select which column to display by clicking the “Choose table columns”

button.

Tap “Scans number’ and read the number of scans performed, classified as
‘Connected”, “Available”, “2G active set”, “WIFI" and “Bluetooth”.
The results of the scans appear below, according to the selected technologies.

14



> Survey
According to the selected technologies, the cell tower table shows:
Available Cells

Cell towers information displayed by technologu:
e LTE (4G)

o UMTS (3G)
e GSM (26) Cell code ARFCN /Band |
| I’ﬂCO rmation: 222-01-703057-61 6300
B20 FDD
e Celltower code
e Rand 222-50-1007070-23 400
e Downlink Frequency 81FDD
e Signal Strength with color identification 232.50-1007070-63 2900
e [elephone operator B7 FOD
222-50-1007070-83 1500
Connected Cells B3 DD

SIM card operator cell tower information displayed if the

SIM is plugged in. o o
Information: 222-01-703057-41 | SIM not inserted
e Celltower code Technology: LTE
. TeChﬂO]Ogg Band: EUTRAN-
e Band BAND3
e Signal Strength with color identification Frequency downlink
e Downlink Frequency 5:2:Llii‘lpm
e T[elephone operator Tim  EETIM
26 Active Set
Information of 2G cells: s remons avcn s o
code echnology n m ype erator
® Ce” COde 223-01-55232-05365 GSM 2 PGSM  -42 serving ==TIM
e Technology %00
'Y A R FC N 222-01-348722-33292¢ GSM 7 32 Neighbor E=TIM
e Rand 222-01-348722-00000 GsM 13 24 Neighbor SETIM
* Slg ﬂal 222-01-348722-95366 GSM 19 19 Neighbor Z=TIM
¢ Tg D e 222-01-348722-94567 GSM 1013 16 Neighbor E==TIM
e Operator
222-01-348722-96089 GSM 15 -3 Neighbor Z=TIM

Tim

Wi-Fi networks
View the information of available WIFI

Signal Encryption Frequency

networks: MAC Address Network [¢Bm] Type [GHz]
e MAC address 04T169:A5D367  HUAWELH122 D380.56 - WPA2 AES 5
e First name 04F169:A5D3:86 - WPA2 AES 5
. S I g m a] . 04F1:69:A5D3 84 HUAWEI_H122 D380 - WPA2 AES 5
e [Encryption
AZ3IEF833B TIM-32473907 - WPA2 AES 5
e [requency
Bluetooth networks remote
View the information of available Bluetooth MAC Address Name  Signal[dBm]  AdvwrtisngTupe  Address
netv\/ork5~ 1D:CF41E6:CADE - -54 NON_CONNECTABLE random
e MAC address 17E6AD2FD548 NON_CONNECTABLE  random
e Name 05.CD77B6:2DA6 NON_CONNECTABLE  random
o Slg nal EO3CFBFCEE2S NON_CONNECTABLE  random
. Ad\/ert|5|mg Tg De 32.38.EAGFTR2A NON_CONNECTABLE random
e Remote Address

15



Some Photos:

Available Cells

Cell code ARFCN /Band Frequency downlink [MHz] Power [dBm] Telephone operator

222-01-703057-61 6300 806 -75 =TIM

B20 FDD Tirn
222-10-37578-11 6400 816 -84 (6]

B20 FDD Vodafone
222-10-37578-41 525 2162.5 —94 (6]

B1FDD Vodafone
222-10-37578-51 3025 26475 -99 (6]

B7 FDD Vodafone

222-10-37578-31 1850 1870 _ [e)

B3 FDD Vodafone
UMTS Om 28s
Cell code ARFCN /Band Frequency downlink [MHz] Power [dBm] Telephone operator
222.88.77-62387 3063 952.6 -64 haC]
B8 Wind Tre
GSM Om 5s
Cell code ARFCN /Band Frequency downlink [MHz] Power [dBm]  Telephone operator
222-88-24535-52832 106 911.2 -68 w3
B-GSM Wind Tre
222-10-20082-18053 46 899.2 -80 o
P-GSM Vodafone
222.01-55232-51430 17 893.4 -82 E=TIM
P-GSM Tim
222-88-24535-52831 15 913 - i
P-GSM Wind Tre
222-10-20082-3962 44 898.8 96 o
P-GSM Vodafone

16



> Map

It displays:
e Location: Iatitude and longitude appear when you tap
the blue pinicon.
e [hesurvey of the available, 2G active set, WIFI and
Bluetooth scans.
e On the upper-left corner, these are the following
buttons:
o legend of the symbols
o take ascreenshot of the map
o set the location manually
o delete the manual positioning.
Dots, each one corresponding to one scan, differently
colored. The border represents the type of signal; the
content represents the signal quality based on the first
available cell measured.
o Pinkfor LTE
o Blue for UMTS
o Orange for GSM
e For the other scans these are the colors:
o Green for WIF]
o Purple for Bluetooth
o Light blue for 2G active set

Pa\atra
IpboX

©
S

Status

e T[he blueline represents the path followed during the scan.
e [f we have some cell towers of interest imported from Cell Service, it is possible to

see them on the map

> Files

It displays all the logs performed and stored in the SD card.
It's possible to delete all the files in the folder using a single
button, search the files and change the folder to see the
files uploaded via FTP.
The possible actions are:
e Convert files (white button): download an excel file,
not encrypted (only with an active license).

e Download (green button): download an encrypted file

to import into btstracker.com.

e Delete (red button)

e Upload files (blue button): possible by using APN and
FTP (according to the APN and FTP settings on the
Settings page). It necessary to enable FTP and APN.

Using the “Change Folder” button (on the upper-right
corner), you can see the “loaded scans”.

17

349 Files

Iy

Map

Viale Galileo Galilei

0 @

Files Settings

Change folder

R

DELETE THE FILES

log 1922024 1722
422 KB

log_20230518_1845
145 KB

log_20230519_0949
M5 KB

log_20230519_0854
200KB

log_20230521_2128
114KB

log_20230724 2007
550 KB

log_20230725_1748
3404 KB

Q

Q

Q

Q

Q

Q

Q

Scans  Loaded



> Settings

Change the app language

Check for the “Latest update available’ of the firmware version

The button “UPDATE" will be displayed whenever a new version is available.

The button “DOWNLOAD’ of BTS Details downloads a file with the details of BTS

(It's for technical use).

e The button “Load file” of the License. It's possible to upload the file of the license if
the BTS Tracker doesn't find it automatically.

Settings ?
Language

Select Language angua -

Firmware

Latest update available: 1.1.0.24022

BTS details
APN | i
Set APN o

FTP

SetFTP P

User manual

See our user manual. For information, problems or
updates contact suppert@securcube net

®© W W 0O &

Status Scan Map Files Settings

J o
5 B -

[
To update the BTS Tracker firmware: _
1. Absolutely set up @ WIFI connection with the BTS Update Settings
Tracker. The phone’s hotspot is recommended to
check the device connection. securcubowif
2. The BTS Tracker must have the SD Card inserted. e TR

3. Write your WIFI name (must be only one word,
no specialcharacters) and your WIFI password.

4. Check the WIFI connection on your device, the BTS 24

Tracker lose the Bluetooth connection. e
5. Wait until it turns off and then turns back on. Warning: f the update is successful, the BTS
6. Connect the BTS Tracker with the app and verify it aebll

the firmwareversion on the “Settings” interface.

UPDATE CLOSE

18



APN Settings

If you have a SIM card, you should set the APN.

Web search the APN according to the mobile operator; this will allow a better scan of
the connected cells. By clicking the “Set from default” button, you can choose whether
to set the APN which is selected based on the MCC-MNC of your SIM card.

Username and password are not required fields.

List of APN (o]
APN - SIM 1
1 Tim ibox.tim.it Italia 2 Movistar telefonica.es Espafia

APN  ibox.tim.it
APN Country $  Telephone Operator &

User Italia Vodafone

Password @

,
2
1
2
1
2
APN -SIM 2 1 Hal 3hal
2
APN telefonica.es
1 Itali WindTr
User TELEFONICA ¢
1 Italia PosteMobile
Password @ @ seseessees 2
1 Italia Fastweb Mobile
2
2
SETAPN DELETE CLOSE © # W O &
Status  Scan Map  Files  Settings
.
FTP Settings
If you have:

1. A SIM card with APN enabled

2. The Phonelog Server accessible from the outside
You can use it to transfer the log files automatically to the FTP (into BTSlog folder) to
be able to upload them into the appropriate Phonelog section. This happens after
stopping the scan.
At file view an “Upload” button will appear.
The file is moved to another folder on the SD if the upload is successful. After that it will
no longerappear in the scan folder but in loaded scans folder.
To use it, you have to set up all the settings for FTP.

If you have set the settings and you don’'t want to use the upload, you can disable the
use.

If you are using dual SIM functionality and have entered APN settings for each
SIM, you need to choose which one to use.

FTP

FTP
User

Password @  seessssecsnsacacenns

SET FTP DELETE
CLOSE
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General
All these APN and FTP settings are saved in a configuration file in the SD card. If the inserted
SIMcard is changed, there will be a notification and a warning will be written. If after using
two SIM cards you have one left, save the settings (the configuration file will save that
you are using only one SIM).

APN L]
Set APN
A The SIM 2 inserted is different
from the last time, confirm the APN

APN 2 settings or change by
saving them.

FTP i
SetFTP
Use FTP file upload
FTP
0 simM1
® T+ O i

Status Scan Map Files Settings
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BTSTRACKER.COM




1. Log in to btstracker.com

By searching https.//btstracker.com, this is the home page from which you log in.

o

Welcome to BTS Tracker portal

Base Transceiver Stations, the cell towers that surround us all, spread their signal everywhere, but not in a straight, fixed line. Cell coverage

twists and shifts, it is reflected and reversed. Like all environments, the digital one is subject to change.

Learn about Securcube BTS Tracker Technology

The hardware module collects and charts where and how GSM, UMTS and LTE cell towers of

every telephone operator spread the signals

The software organizes and maps your cell site surveys in an easy to understand way, also

creating a statistical real coverage scenario.
Ranges, power, and location. This is the BTS networks. Bring your evidence to light.

The system that collects and analyzes the signal strength and coverage of cell towers where the
scan is performed, not intercepting communication, but defining the mobile environment.
Know where the coverage area really is and make your case map real.

From a realistic outlook — not a theoretical one — locate your suspects and validate your criminal
case.

Go 360°: correlate real BTS cell site coverage analysis with your phone record analytics.

Locate a communication in the area where its cell tower signal is really being spread. Join your

results with additional digital evidence and validate your criminal case.

You can log in or register using a local account, otherwise log in using a Facebook or
Google account.

urcube.net v

S A LTEtools m.z

Log in

Use a local account to log in. Use another service to log in.
Email

Passwo
O Remember me?

Log in
Forgot your password?

Register as a

ew Use

Resend email confirmation

securcube]

PRIVACY. f  racesoox CF.EPIVA 04558000264
STAGRAM

[ ]
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https://btstracker.com/

2. Main page
This is the main page. You can create cases and preview those already created.

Isl & LTE tools  demo@

Tuesday, February 6, 2024 o/0z/z0z
demo@gmail.com
© 7 B
Imported files Created cases
14 ‘ 1 K
13
©)mob ()

+ Start new Case

3. Create a Case

To create a case, you can enter information (name, date, subtitle, time zone and
description)

Ig & LTE tools  demo@gmail.com ~

Create
BtsCase
Name CaseDate
Friday, July 19, 2024 19/07/2024 00:00 =]
Subtitle TimeZone
(UTC) Coordinated Universal Time v
Description

securcube]

CF.EPVA 04558900264
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4. File import

When the case is created, you are redirected to the file import page.

& Collapse Sidebar

Case

(=]

Files

Map

e @

Survey List

Cell List

>h

W

WiFi List
® Bluetooth List
B) Compare Logs

B ExportLogs

Manage
#2 Users
Edit
/" Case

Imsi Catcher

(=) Imsi Catcher Data

SELECT FILES...

Surveys

Select and import the encrypted files of your scans.

Tuesday, February 6, 2024

2/6/20241

& Collapse Sidebar

Case

Files
® Map
@ Survey List
A& Cell List
? WiFi List
3 Bluetooth List
B) Compare Logs
> Export Logs
Manage
2, Users
Edit
/' Case
Imsi Catcher

(=) Imsi Catcher Data

SELECT FILES...

File Name

log_20231018_0839 (1).5¢5¢an

l0g_20240120_2029.scscan

log_20240120_1908.scscan

log_20240120_2022.5cscan

log_20231018_0839.scscan

log_20231018_1028.scscan

log_20231018_1010.5cscan

l0g_20240120_2055.scscan

log_20240121_1415.scscan

Surveys

1740

102

2281

246

289

242

Import Date

Import Date

06 February 2024 11:08

06 February 2024 11:05

06 February 2024 11:05

06 February 2024 11:05

06 February 2024 11:10

06 February 2024 11:06

06 February 2024 11:06

06 February 2024 11:05

06 February 2024 11:05

M DELETE

Status

No items to display

& LTE tools  demo@gmail.com ~

M DELETE
Status
Sucess
Sucess
Sucess
Sucess
Sucess
Sucess
Sucess

Sucess

1-10 of 14 items

Check the status of the files. If the license is not present, the file is not imported.
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5. Map

This is the map representation of the scans carried out.
Each blue dot indicates a scan, by clicking the scan you will see the list of cells, WIFI or
Bluetooth networks scanned in that position.

Tuesday, February 6, 2024 S & LTE tools demo@gmail.com ~

2/6/20241

& Collapse Sidebar

Add one or more cell towers or wifi
Case networks to see the coverage

Files
© Add cell tower
® Map
© Add WIFI
Survey List
@ survey List © Add Bluetooth

Cell List

9) =h

WiFi List
3 Bluetooth List

B) Compare Logs

5 Export Logs
Manage

A2 Users
Edit

/ Case
Imsi Catcher

(=) Imsi Catcher Data

It is possible to select the cells or WIFI/Bluetooth networks of interest using the
following buttons.

y Q Ricerca
r Add one or more cell towers or wifi

networks to see the coverage

© Add cell tower

© Add WIFI —RrEY - &
© Add Bluetooth Code Cellid Count Tecnolog

P > N % .
Select your cell tower(s) \ Y
v

.

222-10-0037578-041 0037578 LTE

222-01-0000000-000 0000000 000 513 NR5G_NSA

222-01-0703057-041 0703057 LTE

222-10-0037578-031 0037578 LTE

222-50-1007070-061 1007070 LTE

222-01-0203445-041 0203445

222.10.0N27872.051 nna7572

CANCEL

® mapbox

The scans where the selected cells or networks are present will be highlighted.
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& LTE tools

i et B > . m
|
A

Tuesday, February 6, 2024 S

2/6/2024 1

«&* Collapse Sidebar Y Collalto

Gase Cell tower List Colle Andreazza

® Map 222-50-1007070-061 @

@ survey List © Add cell tower
R Cell List Add WIFI
= WiFi List Add Bluetooth

3 Bluetooth List

B) Compare Logs

= Export Logs

Manage

=, Users
Edit
/ Case

Imsi Catcher
&+
Ospedale Civile di

(=) Imsi Catcher Data MontebellunaSan Valentino

Cell tower List

I 222-01-0000000-000 @

222-50-1007070-061 (@)

© Add cell tower 4

© Add WIFI
© Add Bluetooth

Scans (130)
Cell List
Code Tech.
Survey 1- 234.2mt - 18/10/2023, 12:07:58

Survey 2 - 234.2mt - 18/10/2023, 12:07:56
222-50-61690-62694 umMTS
Survey 3 - 234.2mt - 18/10/2023, 12:07:53

-77dBm

Survey 4 - 234.2mt - 18/10/2023, 12:07:51

222-01-0700808-061 UE
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6. Survey list

Shows the list of scans with related information: date and time, location, device, scan

type.

Tuesday, February 6, 2024
2/6/2024 1

& Collapse Sidebar
EXPORT TO EXCEL

Case S n P, .
B Files
10/18/2023 8:31:46
e 45.80320616... 11.89466628... Unknown
® wmap AM
@ Ssurvey List
1/21/2024 2:16:14
F . 457927903 11.9545663 Unknown
R Cell List PM
= WiFi List
10/18/2023 8:36:03
£ I A 45.80319896... 11.89464448... Unknown
B} compare Logs
10/18/2023 8:38:20
= 45.80340526... 11.89464713... Unknown
=+ Export Logs AM
Manage
1/20/2024 9:44:47
2 Users 120/ 45.79217078... 11.9759699 Unknown
PM
Edit
N 1/21/2024 2:25:37
/' Case o 457924913 119631794 Unknown
Imsi Catcher
her Da 1/21/2024 2:25:56
Els CatcheDats o 457924913 119631794 Unknown
12 3 4 5 6 7 8 9 10
, . .
It's possible to see the details.
Date Time Device Survey Type
10/18/2023 8:31:46 AM 1a00363330510b38363436 WIFI5_0
GPS settings
- GPS used:
® Unknown
e Latitude:
45.80320616666667
o Latitude:
11.894666283333333
()
Gallio
Roana  Asiago o
Coldel Miglia
Bassano
del.Grappa
Marostica
Rosa
(S gy (53] 11 iene

37.04

Cavaso del
Tomba

@ Asolo
Fonte

100

365.352

365.352

Bearing

Montebelluna

WIFI_5_0 1a00363330510.
CONNECTED 18002d333051...
WIFI_5_0 1a00363330510.
CONNECTED 1a00363330510.
CONNECTED 18002d333051...
CONNECTED 18002d333051...
CONNECTED 18002d333051...
Speed
o
Pieve di Soligo
Conegliano
Sernaglia della
Battaglia
Susegana
Mareno di Piave
(=n)
()
Spresiano
Maserada
sul Piave
Ponzano

%, LTE tools

log_20231018._.

log_ 20240121 _..

log_20231018_.

log_20231018._.

log_20240120_.

log_20240121_.

log_20240121_..

DETAILS EDIT

DETAILS EDIT

DETAILS EDIT

DETAILS EDIT

DETAILS EDIT

DETAILS EDIT

DETAILS EDIT

Streets ¥

Brugnera

Oderzo

Ponte di Piave
@ Mapbox © OpenstreetMag.improyg this map

+
|
a

List of results for this scan

Mac address
2A:95:DD:9B:A3:9E

Name
fidhd

98:00:6A:2A:2F:DA
98:00:6A:2A:2F:-DB
B0:F2:08:2F:B5:EB

Wind3 HUB - 2A2FDA
Wind3 HUB - 2A2FDA

Menta&Rosmarino
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Signal

Encryption type
‘WPA2 AES
‘WPA2 AES
WPA2 AES
WPA2 AES

Frequency
WIFI_2
WIFI_2

WIFI_5_0
WIFI_2




7. Celllist

Shows the list of cells with the related information: code, technologu, power, tupe,

position and technical data of the cell.

& Collapse Sidebar

Case
B Files
® Map

@ Survey List
R CellList
= WiFi List
% Bluetooth List
B Compare Logs
= Export Logs
Manage
20 Users
Edit
/' Case
Imsi Catcher

(=) Imsi Catcher Data

EXPORT TO EXCEL

222-01-
0700751-061

222-01-
0701814-043

222-01-
0000000-000

222-01-
0207326-033

222-01-
0700396-031

222-01-
0000000-000

222-10-

07007...

07018...

00000...

02073...

07003...

00000...

00374...

Cellid Technolo...
061 LTE
043 LTE
000 NR5G_NSA
033 LTE
031 LTE
000 NR5G_NSA
032 LTE

Power

-95

-111

-92

Connected

Connected

Connected

Connected

Connected

Connected

Connected

8. List of WIFI networks

Shows the list of WIFI networks with related information: MAC address, name, power,
encryption type, network type and location.

& Coliapse Sidebar

B Fites

(5]

Map

@

Survey List

Cell List

h

WiFi List
3 Bluetooth List
#) compare Logs
G+ Export Logs
Manage
2 Users
Edit
/' Case
Imsi Catcher

) Imsi Catcher Data

EXPORT TO EXCEL

10:0C:6B:65:7E:21

98:00:6A2A:2F:DB

5C:62:8B:8F:1C:36

10:0C:6B:65:7E:20

1C:61:84:08:44:8D

3C:A6:2F:B0:2E:D4

1E:61:84:28:44:8D

sig
Wind3 HUB -

-86
2A2FDA_2GEXT
Wind3 HUB - 2A2FDA -86
EXTENDER WIFI P2 2,4 a7
GHz
Wind3 HUB -

-90
2A2FDA_5GEXT
EOLO_CASTE -91
EOLO - FRITZ!Box 7530 0
BV
- -93

&
o

e Lat Lon
45.807... 11.972..
45.792... 11.910...
45.792... 11.910...
45.805... 12.038...
45.803... 11.89...
45.803... 11.89...
45.803... 11.895...

WPA/WPA2 AES&TKIP
WPA2 AES

Open security
WPA/WPA2 AESETKIP
WPA2 AES
WPA/WPA2 AES

WPA2 AES

28

Unkn..

Unkn...

Unkn..

Unkn..

Unkn...

Unkn..

Unkn...

Type

WIFI_2

WIFI_S

WIFI_2

WIFI_5

WIFI_2

WIFI2

WIFI_2

File ...

log_20.. 261132
log_20...

l0g_20...

log_20.. 0
Andat... 11112
Andat... 11112
log_20... -

45.80319453333333

45.80319453333333

45.80319453333333

45.80319453333333

45.78201826666667

45.78201826666667

45.78201826666667

PCI Ec

294 179392...
447 179664...
17

144 530754...
5 179301...
178

278 9598752

11.894652016666667

11.894652016666667

11.894652016666667

11.894652016666667

11.968254483333334

11.968254483333334

11.968254483333334

Arfen TAC

6300 16803

1350 16808

154570

275 16808

275 16804

650688

1850 22087
1-100 of 11750

EDIT

EDIT

EDIT

EDIT

EDIT

EDIT

EDIT

tems



9. Bluetooth network list

Shows the list of Bluetooth networks with related information: MAC address, name,
power, remote type, network type and location.

& Collapse Sidebar

EXPORT TO EXCEL

lase - -

Mac Name Signal Remote ype Latitude Longitude
@ Files .
© 73:74.CD:0REE8 - -94 CON_UNDIRECT random 45.78673766666667 11.989743666666667 EDIT
Map
@ survey List
73:74:CD:0F:EE:18 - -94 SCAN_RSP random 45.78673766666667 11.989743666666667 EDIT
R CellList
= WiFi List 58:A2:B4:7TFET:56 - -98 CON_UNDIRECT random 45.78673766666667 11.989743666666667 EDIT
X Bluetooth List
Ei Compare Logs 34:D7:38:05:C0:43 - -98 NON_CONNECTABLE random 45.78673766666667 11.989743666666667 EDIT
> Export Logs
D0:08:D8:4D:AF:50 MC701080539 -92 CON_UNDIRECT public 45.78673766666667 11.989743666666667 EDIT
vianage
= Users D0:08:D8:4D:AF:50 - -92 SCAN_RSP public 45.78673766666667 11.989743666666667 EDIT
“dit
/ Case 62:74:80:F3:88:B0 - -66 SCAN_UNDIRECT random 45.78673766666667 11.989743666666667 EDIT
msi Catcher
62:74:80:F3:88:B0 - -66 SCAN_RSP random 45.78673766666667 11.989743666666667 EDIT

() Imsi Catcher Data

10.Compare files

On this page you can compare cells and their signal between uploaded files.

& Collapse Sidebar
[® EXPORT TO EXCEL

Case Code Technology Pci Psc Bsic log._
B Files 222-99-0238364-020 LTE 49 b ! Xl b Rl «il
® Mmap

222-01-0000000-000 NRSG_NSA 178 nl nl ail l all all
@ Survey List
& CellList 222-01-0701814-043 LTE 447 »l xl al a
= WiFi List

222-01-0000000-000 NR3G_NSA M7 nl al ail Wl il all
3 Bluetooth List

n 222-99-24543-62694 UMTS 40 »l Sl xl xl nl

Compare Logs

C* ExportLogs

222-99-24543-62694 UMTS 146 wl Sl ! al »l
Manage

2 = 222-99-24543-62694 UMTS 209 wl Ml xl xl nl
Edit 222-99-0238030-012 ITE 58 N N N N ual ul

2/ Case
e 222-88-24543-62694 UMTS 40 »l N xl nl nl
D e @iy i) 222-88-24543-62694 UmMTS 126 Sl Sl l Ny .}'J
222-88-24543-62694 UMTS 209 »l Sl Nl nl !
220-50-24543-62694 UMTS 40 »l Sl xl xl xl
. ,
12 3 4 5 6 7 8 9 10 . 1- 50 of 11750 items

11. Exports

Using the Export Logs button, a table file is produced containing all the scans carried
out; this can be imported into our Phonelog data analysis software.
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12. Users

You can manage which users can view and work within the case.

TH??FIW February 6, 2024 |5I %, LTE tools  d

& Collapse Sidebar

Tuesday, February 6, 2024

Case
Files
@ Add user to case

@ Survey List
Insert user email... Add
R Celllist
= WiFi List
% Bluetooth List
Users of the case:
B Compare Logs
= Export Logs demo@gmail.com
Manage
a2, Users
Edit
/' Case

Imsi Catcher

() Imsi Catcher Data

13. Case

You can edit the case information.

Tuesday, February 6, 2024 |5I % LTE tools @

2/6/2024 1

& Collapse Sidebar

Edit

Case
B Files Name CaseDate
® wap Tuesday, February 6, 2024 06/02/2024 00:00
@ survey List Subtitle TimeZone
& Collist (UTC) Coordinated Universal Time
=T WiFi List Description
% Biuetooth List

B) Compare Logs

B Exportlogs
Manage

A2 Users

Edit
/' Case
Imsi Catcher

() Imsi Catcher Data
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